VAR A1
ANR—=yaLrvayv
Programming Language 5
Garbage Collection

FH Jiti

1/65



H X

Q C/C++DAEVEH / Memory Management in C/C++
@Q V=Y alL ¥ ar (GC) / Garbage Collection (GC)

@ E A L FHEE / Basics and Terminologies

0 2 KRAR (EEME SV V) / Two basic methods
(traversing GC and reference counting)

o GCORUBEUDEHUE / Criteria of evaluating GCs

0 2 DDEHFMGC (¥V—V &AL —T &2 —) / Two
traversing GCs (mark&sweep and copying)

o EHMGCDHOAEVEY) HTIAN (mark-cons k) /
Memory allocation cost of traversing GCs (mark-cons ratio)

Q C/C++HDGC F4 77V /A GC library for C/C++

2/65



O C/CH++BRED ATV EIY KT

O KIZH /B
@ JHATAHL/ K

(8]

1 | int g; int gal[10];
2 | int foo() {

3 int 1; int la[10];
4 int * a = &g;

5 int * b = ga;

6 int * ¢ = &l;

7 int * d = la;

8 int * e =

9 |}

Q 71w (lifetime)

(LS T
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Motivation: memory allocation in C/C++

1 | int g; int ga[10];
2 | int foo() {
. 3 int 1; int la[10];
@ Global variables/arrays 4| int * a = &g
; Sy . e 5 int * b = ga;
@ Local variables/arrays o | imt *c =gl
7 int * d = la;
e 8 int * e =
9 |}
o lifetime
starts ends
global | when the program starts | when program ends
local | when a block starts when a block ends
heap | malloc, new free, delete

e note: the following discussion calls both “variables” and
“arrays” variables (the distinction is not important)
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How they can go wrong

@ access a variable beyond its lifetime

e forget to release/reclaim a variable (memory leak)
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Accessing a variable after its lifetime

e what is the “lifetime” of a variable: the period in which it
behaves as expected (= remembers the assigned value)

e if you access a variable after its lifetime

» specification: “undefined”
» what happens in practice: the memory region that hosted
the variable (during its lifetime) may have been released
* = the region may have been reused for other variables
* = the variable corrupts other variables and vice versa
* type safety will be lost too
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int * foo() {
int a[100];
return a;

}

int main() {
int * p = foo();
plol = ...

}

N N

© ® XS

10

v—7
typedef struct list {
int val;
struct list * next;
} list;

void destroy_list(list * n) {

for (list * p = n; p; p = p—>next) {

free(p);
}
}
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An example accessing a variable beyond its

lifetime

SRS RS R NG R O

©

local variable

int * foo() {
int a[100];
return a;

}

int main() {
int * p = foo();
plol = ...

}

N N

© ® XS

10

heap (do you see what’s wrong?)

typedef struct list {
int val;
struct list * next;
} list;

void destroy_list(list * n)

for (list * p = n; p; p = p—>next) {

free(p);
}
}

{
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Garbage Collection (GC)

e the fundamental problem is that “lifetime” does not match
“the period accessed”
» you may access a variable after its lifetime
» you may not free a variable alive despite you no longer access
it
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Garbage Collection (GC)

e the fundamental problem is that “lifetime” does not match
“the period accessed”
» you may access a variable after its lifetime
» you may not free a variable alive despite you no longer access
it
e = Garbage collection (GC)
» keep variables alive if ever be accessed in future and release
(recycle) otherwise
» the system automatically does that
» = eliminate memory leak and corruption
» most languages have it, except C, C++, and some ancient
languages
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Garbage Collection (GC)

e the fundamental problem is that “lifetime” does not match
“the period accessed”
» you may access a variable after its lifetime
» you may not free a variable alive despite you no longer access
it
e = Garbage collection (GC)
» keep variables alive if ever be accessed in future and release
(recycle) otherwise
» the system automatically does that
» = eliminate memory leak and corruption
» most languages have it, except C, C++, and some ancient
languages
e the question: how does the system know which variables may
be accessed in future?

12/65



SHT IR AIN{13B - BRI ED

o IFHEAHIE IR E A RE

o (f(x) BHlAIFAIT) TpAMEL TV
5T S’ T 7 AIND |
— ) MWETULTOZKRT]
— A R % R < BTEDS.

7 | int main() {
I\ 44 2 if (£(x) == 0) {
° ;;g{%;};ﬁyﬁtx‘i{méblﬁj (G ; }fprf.ntf("'/od\n“, p—>f->x);

& -0 4
» NG: ER7 7 A3hdE0% (]

EIE
» OK: EiZ7 72 AINZNED

Z [ L R

o LOBBLIEPIRT VL ASIS
[ ] (= B W) &b
+43

13 /65



Variables that may {ever/never} be accessed

e the precise judgment is undecidable

o (at the start of £(x)) “the variable; (gt main0 1
pointed to by p will ever be 2| if () ==0) {
” . 3 printf ("/d\n", p->f->x);
accessed” <= “f(x) will R
terminate and return 07 — you  ° |}
need to be able to solve the halting
problem. . .
e — conservatively estimate variables that “may be accessed”

» NG: reclaim those that are accessed
» OK: not to reclaim those that are in fact never accessed

e in the above example, OK to judge the variable pointed to by
p “may be” accessed (— so will be retained)
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}

int * s;
int * t;
void h() { ...
void g() {
hQ;
.. = PT>X ...
v01d £f(O) {
g0
L=gy ...
int main() {
40
L=z ...

h:
g:ﬁﬁgﬁf
f: q
main ;... oo
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o KL%
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o TNOEMOLRAVRELZES>TIMY ELS T—X

int * s;
int * t;
void h()
void g()

-

h(i;

voia £ {
g0

int main() {

£0)

.= pU>X ...

.= 9>y ...

L=z ...

hel 0 7T

S T - /

f: a—1
main ;|- [
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Variables that “may be” accessed

R N AN W e~

-
N LW R DO

15

@ global variables

int * s;
int * t;

void h() { ...

void g(O) {

hQ;

.= Pp>X ...

voia £ {

g

.= 9>y ...

int main() {

£0O

L =Tz ...

@ local variables of active function calls (calls that have started but
have not finished)

h:
9 N
f: q
main : |- o
SEMARBITOHL
KIFEE
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Variables that “may be” accessed

@ global variables

@ local variables of active function calls (calls that have started but
have not finished)

@ variables reachable from them by traversing pointers

1 | int * s;

2 | int * t;

3 |void h() { ... }

4 | void g { b

5

6 hQ; gl b
7 Loo=p>x ... Y [

8 |void £O { f: q

9 main : |- prooe
10 g0

11 . =gy ...} SEMARBITOHL
12 | int main() {

13

| £0 KAZH

15 =r->z ...} 16 /65
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The basic workings (and terminologies) of GC

e an object: the unit of automatic memory allocation/release
(malloc in C; objects in Java; etc.)

e the root: objects accessible without traversing pointers, such
as global variables and local variables of active function calls

e reachable objects: objects reachable from the root by
traversing pointers

e live / dead objects: objects that {may be / never be}
accessed in future

e garbage: dead objects

e collector: the program (or the thread/process) doing GC

e mutator: the user program (vs. collector). very GC-centric
terminology, viewing the user program as someone simply
“mutating” the graph of objects

the basic principle of GC:

objects unreachable from the root are dead .



Contents

@ E A L FHEE / Basics and Terminologies
0 2 KRAR (EEME SV V) / Two basic methods
(traversing GC and reference counting)
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The two major GC methods

e traversing GC:
» simply traverse pointers from the root, to find (or wvisit)
objects reachable from the root
» reclaim objects not visited
» two basic traversing methods
* mark&sweep GC
* copying GC
e reference counting GC (or RC):
» during execution, maintain the number of pointers (reference
count) pointing to each object
» reclaim an object when its reference count drops to zero
» note: an object’s reference count is zero — it’s unreachable
from the root

e remark: “GC” sometimes narrowly refers to traversing GC
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How traversing GC works

e traverse pointers from the root

e once all pointers have been traversed, objects that have not
been visited are garbage

e the difference between mark&sweep and copying is covered
later
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How reference counting works

e each object has a reference count (RC)
e update RCs during execution; e.g., upon p = q; —
» the RC of the object p points to -= 1
» the RC of the object q points to += 1
e reclaim an object when its RC drops to zero — RCs of
objects pointed to by the now reclaimed object decrease
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How reference counting works

e each object has a reference count (RC)
e update RCs during execution; e.g., upon p = q; —
» the RC of the object p points to -= 1
» the RC of the object q points to += 1
e reclaim an object when its RC drops to zero — RCs of
objects pointed to by the now reclaimed object decrease
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e pointer update p = q; p—>f = q; etc.

e variables go out of scope
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When an RC changes

e a pointer is updated p = q; p—>f = q; etc.

e a function gets called

1
2
3
4

Gu A L v~

@ etc. any point pointer variables get copied / become no

int main() {
object *x q = ...;
f(q);

}

a function returns or a variable goes out of scope

f(object * p) {
object * r = ...;

return ...; /* RC of p and r should decrease */

}

longer used
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Evaluating GCs

@ preciseness:
» garbage that can be collected
@ memory allocation cost:
» the work (including GC) required to allocate memory
@ mutator overhead:
» the overhead imposed on the mutator for GC to function
© pause time:

» the (worst case) time the mutator has to (temporarily)
suspend for GC to function
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Criteria #1: preciseness

e reference counting cannot reclaim cyclic garbage

e reference count < traversing GC (traversing GC is better)

(EERIC)BERHO0
L—h

FEREEL A BIBHOIC
(KIBID) RSN
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Criteria #2: memory allocation cost

e difficult to say in a few words (more details ahead)
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Criteria #2: memory allocation cost

e difficult to say in a few words (more details ahead)

e traversing GC:
» the cost is determined by the ratio “reachable objects” /
“unreachable (reclaimed) objects” (later)
» totally depending on apps and memory size, it can be
anywhere from the minimum to infinity
» an advanced technique: generational GC
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Criteria #2: memory allocation cost

e difficult to say in a few words (more details ahead)
e traversing GC:
» the cost is determined by the ratio “reachable objects” /
“unreachable (reclaimed) objects” (later)
» totally depending on apps and memory size, it can be
anywhere from the minimum to infinity
» an advanced technique: generational GC
e reference counting:
» the cost of reclaiming an object once its RC drop to zero is
small and constant
» it is constant even if memory is scarce (good)
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Criteria #3: pause time

e reference counting < traversing GC (reference counting is
better)
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Criteria #3: pause time

e reference counting < traversing GC (reference counting is
better)
e traversing GC:
» traverse all live objects, en masse, and reclaim all unreached

objects, en masse

» do a whole bunch of work and get a whole bunch of memory
» troubled if the mutator runs (= changes the graph of
objects) during traversing

* a solution: incremental GC
* generational GCs mitigate it too
e reference counting:

» when an object’s RC drops to zero (as a result of mutator’s
action), it can be reclaimed immediately
» reclaim garbage as they arise
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if (p) p->rc-—-;
if (q) g->rc++;
P=a
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Criteria #4: mutator overhead

[~
O

1
2

traversing < reference counting (traversing GC is better)
reference counting has a large overhead for updating RCs

object * p, * q;
P=a

will do:

if (p) p->rc—-;
if (q) g->rc++;
P=a

Moreover,

» what about multithreaded programs?

» what if the counter overflows (how to check it)?
techniques: deferred reference counting, sticky reference
counting, 1 bit reference counting
remark: some traversing GCs (e.g., generational and
incremental) add overhead to pointer updates too
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mark&sweep GC vs. copying GC

they differ in what to do on reachable objects

e copying GC: copy them into a distinct (contiguous) region
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mark&sweep GC vs. copying GC

they differ in what to do on reachable objects
e copying GC: copy them into a distinct (contiguous) region

o mark&sweep GC: just mark them as “visited”
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The most basic copying GC: illustration

@ in essence, &~ copying a graph (= serialization)
» the same pointers must remain the same after the copy
e semi-space GC (copy all objects reachable from the root into
another space)

to space

JL—h

from space

— X
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The most basic copying GC: illustration

@ in essence, &~ copying a graph (= serialization)
» the same pointers must remain the same after the copy
e semi-space GC (copy all objects reachable from the root into
another space)
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void *free, *scan;
copy_gec() {
free = scan = to_space;
redirect_ptrs(root);
while (scan < free) {
redirect_ptrs(scan);
scan += scan WETA TV 7 hDOY A X;
}
}
redirect_ptrs(void * o) {
for (p € o ILAENDIHRAVA) {
if (p IF copy A {
p = p O forward pointer;
} else {
p % free NIK—;
p = free;
p ®D forward pointer = free;
free += p WETA TV hOY A X;
}
}
}

NG
@ p < scan = p & redirect
F A (from space NODIR
1V RIFEFR)
o p<freelddE—iFA

scan free
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redirect_ptrs(root);
while (scan < free) {
redirect_ptrs(scan);
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}
}
redirect_ptrs(void * o) {
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}
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Copying GC: algorithm

void *free, *scan;
copy_gc () {
free = scan = to_space;
redirect_ptrs(root);
while (scan < free) {
redirect_ptrs(scan);
scan += the size of object scan points to;
}
}
redirect_ptrs(void * o) {
for (p € pointers in o) {
if (p has been copied) {
p = p’s forward pointer;
} else {
copy p to free;
p = free;
p’s forward pointer = free;
free += the size of object p points to;
}
}
}

mvariant

@ p < scan = p has been
redirected (never contains
pointers to the from
space)

@ p < free has been copied
(may not have been
redirected)

scan free




Copying GC: algorithm

void *free, *scan;
copy_gc () {
free = scan = to_space;
redirect_ptrs(root);
while (scan < free) {
redirect_ptrs(scan);
scan += the size of object scan points to;
}
}
redirect_ptrs(void * o) {
for (p € pointers in o) {
if (p has been copied) {
p = p’s forward pointer;
} else {
copy p to free;
p = free;
p’s forward pointer = free;
free += the size of object p points to;
}
}
}

mvariant

@ p < scan = p has been
redirected (never contains
pointers to the from
space)

@ p < free has been copied
(may not have been
redirected)

scan free
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Mark&sweep GC

@ just “mark” an object when it is found, not copying it
@ no need to update pointers

e free blocks in memory are not contiguous, so it must
maintain a management data structure to find a free block
good for the requested size
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Mark&sweep vs. copying GC

e copying GC pros:
» live objects occupy a contiguous region after a GC
» — the free region becomes contiguous too
» — the overhead for memory allocation is small (no need to
“search” the free region)

e copying GC cons:

» copy is expensive, obviously
» the free region must be reserved to accommodate objects
copied (low memory utilization)
* must ensure “size of objects that may be copied” < “size of
the region to copy them into”
* — “from space” = “to space”
» pointers must be “precisely” distinguished from non-pointers
(ambiguous pointers are not allowed)
* pointers are updated to the destinations of copies
* a disaster occurs if you update non-pointers
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Contents

@ E A L FHEE / Basics and Terminologies
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Memory allocation cost of traversing GCs (mark-cons ratio)
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Memory allocation cost of traversing GCs

o let’s quantify the amount of GC’s work per allocation

e roughly,
the time (work) of a single GC  the amount of reached
objects

@ assume:
» heap size (size of a semi-space in case of copying GC) = M
» reached objects = r
» assume for the sake of argument it’s always r
@ behavior at equilibrium: repeat the following:
© a GC occurs — scan (or copy) r bytes, to make a free space
of (M — r) bytes
@ allocate (M —r) bytes (without triggering a GC)

M
INIEIinn
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Memory allocation cost of traversing GCs
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Memory allocation cost of traversing GCs

.. the cost of allocating a byte o .
M —r
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Memory allocation cost of traversing GCs

e important formula:

cost per byte o
e right-hand side is often called mark-cons ratio. its origin:

» mark : the amount of work to mark reachable objects
» cons : the synonym of memory allocation in the ancient Lisp
language =(cons x y)

55/ 65



ERMGCOAEVEY LB TIAD

r

1ﬂ4%%0%f%towjxhuﬂi

— T

r &7 TV EA DR (GCIZAEAINZR)
» ¥ GCEBIDO X1 IV T 1IZ&>Tr
MNETFTTDZEiEHd

M ISFAFRERINT A — &

M DK — T A NN

— M (ffHAEY)Z KIS LUTaAR
% HIlJ% ] RE
FEIRFATYDXHNILCGCZHFEY L
BLTEL BBV HEVFZOZ L
o /272U, HIZGC WAL ARDB, WD
A ED5E i 2 fufz kT

56 /65



Memory allocation cost of traversing GCs

cost per byte o
PerbY M —r

e 7 (primarily) depends only on app (not dependent of GCs)
» remark: r may fluctuate depending on “when” GCs occur

e M is an adjustable parameter (up to GC’s choice)

e M is large — the cost is small

@ — you can reduce the cost by making M (memory usage)
larger

e may sound as obvious as “having more memory will reduce
the frequency of GCs”

e remember, however, that what is important is to quantify
(and reduce) the cost per allocation (byte), not frequency of
GCs
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How large do we make M (memory usage)?

o alright, the larger we make M, the smaller the cost becomes

» — why don’t we make it arbitrarily large (up to physical
memory)?

e we normally set M “modestly”, like:
M xr
e.g., choose a constant o > 1 and set:
M =ar

e a GC measures the amount of reachable objects after that
and set r to it (and set M accordingly)
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How large do we make M (memory usage)?

@ in this setting,

» cost:
. r 1
mark-cons ratio = =
ar —r a—1

> memory usage
 the size of reachable objects at a point during execution

both are “reasonable”
e most GCs allow you to set o (or M directly)

e normally, a = 1.5 ~ 2, but it is worth knowing that you can
reduce the cost by setting it large
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C/CH+ADGCSA T35

o LRSI GC (conservative GC)
@ http://hboehm.info/gc/

e K Boehm GC (&% Hans Boehm, Alan Demers, Mark
Weiser)

o C/C++® malloc/calloc/new DD D IZHERZIFTGC LT
N3

» malloc, calloc, new — GC_MALLOC
» free — IEIEZR W

» C++HDA VR T2 —A (new DEZIHZ)EDH D
o a (A EVHE) JHHi — GC_set_free space divisor(d)
o MDBIE: gc.h ZHA TH &
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A GC library for C/C++

e conservative GC
@ http://hboehm.info/gc/

e normally called Boehm GC (inventor: Hans Boehm, Alan
Demers, Mark Weiser)
e replace malloc/calloc/new of C/C++ and you get GC!

» malloc, calloc — GC_MALLOC
» free — don’t
» C++ new T — new (GC) T (check manual)

e adjust o (memory usage) — GC_set_free_space_divisor(d)
(consult manual for the meaning of d)

e other functions: read gc.h
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The goal of the exercise

@ just try and see it’s working (you will appreciate it)
e measure cost per allocation, the occurrences of GCs, etc.

@ observe the cost will reduce when you use more memory
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