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*Types in Programming Languages

e “Data type” or more simply “types”
e ~ Kinds of data
e Examples in C
» Primitive types: integral types (char, short, int, ...), floating
point number types (float, double, ...), ...

» Compound (derived) types (types built from existing types):
pointers, arrays, structures, unions, ...
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*Roles of Types

© Abstraction
@ Performance improvement
@ Error detection
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typedef struct A
float x; float y;
} vec2;
vec2 add(vec2 a, vec2 b);

AN e
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FILE * fp = fopen("foo.txt", "rb");
fread(buf, n, 1, fp);
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*Roles of Types (1) Abstractions

e make compound values look like a single value (a single
variable can “carry” them)

typedef struct {
float x; float y;
} vec2;
vec2 add(vec2 a, vec2 b);

R TN SR

e make it possible to use/pass a value without knowing its
constituents

1 | FILE * fp = fopen("foo.txt", "rb");
2 | fread(buf, n, 1, fp);

= make programs (components) easier to understand and more
reusable
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typedef struct { o
double x; int y; int z; 4/}\’”\ Yy
VATES z
} DI;
=
double f(DI * di) { 1 | cvtsi2sd 8(%rdi), %xmmO
return di->x + di->y + di->z; 2 | addsd (%rdi),’%xmmO
} 3 | cvtsi2sd 12(%rdi),%xmml
4 | addsd %xmm1 , %xmmO

o x & di, ylEdi+8, z X di+12 /31 MIdH D
e vy, z & int D T double IZZ£ #1795
o REFMDIEHmM OHIRT D

9/54



XD G W@ v~

*Roles of Types (2) Performance Improvement

e knowing types of expressions at compile time can lead to a
more compact data layout, a better register usage and a more
efficient sequence of instructions

typedef struct {
double x; int y; int z;
} DI;

double f(DI * di) {
return di->x + di->y + di->z;

}

ST I

8/31h

434
434k

X

y
Z

cvtsi2sd 8(%rdi) ,%xmmO
addsd (%rdi) ,%xmmO
cvtsi2sd 12(%rdi),’%xmmi

addsd %xmm1 , %xmmO

e the following is inferred from types:

e x is address designated di, y at (di+8), z at (di+12)

e y and z are integers, so need to be converted to double

10/ 54



B DLE] (3) T 5 — D

D THDEA] Z2F5< (TR F — (type error)] )
o ZHMRARED THLY i Z |
1 | char * s;

2 | s = 195; /% charx <- 3# x/
s | putchar(s[01); /* FEED [0]-T? */

o BIBIFUHI LD THUY & Z |

1 [fprintf("x=%d\n“, x); /* FILExlZchar*%J§9 2 X IZ %/
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*Roles of Types (3) Error Detection

prevent “misusage” of values (type error)

e assignments into wrong variables

char * s;
2 | s = 195; /% charx <- int */
putchar(s[0]); /* what is ¢‘[0]’’ of an int? */

@ passing wrong values to functions

1 [fprintf("x=%d\n“, x); /* passing char* to FILE* */
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Axa=...;
B *b=a; /% XTRITAFH +/
B *x b= (B *)a; /* #r] HRMFYAN (TLTEHHDN>TEIET) */
void * v = a; /% #H void*x DALY =/
b = v; /* FFA] voidx ORAIZHT */
H A
union {
char * p;
long x;
}ou
u.x = 10;
u.pl0] = ...; /% & */
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Some Unsafe Features in the C Language
Specification 1/2

o Allow assignments between different pointer types
1 |A*xa=...;
2 |B*x b= a; /* disallow */
3 |B * b= (B *)a; /* allow: with explicit cast (you should know know what
you are doing) */
void * v = a; /* allow: assignments into void* variables */
5 |b = v; /* allow: assignments of void* values */
e Unions
1 |union {
2 char * p;
3 long x;
4|} u;
5 |u.x = 10;
6 |u.pl0] = ...; /% allow */
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o ZRDYIHMENAE

A * a; /x a OfEIE TRE] */
al0o] = ...; /x ¥ ERT VR AT IENIELE */

1

o return USNTEBLOMEL

char * £() { } /* return LB */
int main() {

1
2
3 char * a = £(); /* OK. —RFLEM,a DHEIIFERRE */
4

afo]l = ...;
}
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Some Unsafe Features in the C Language
Specification 2/2

@ uninitialized variables get unknown values

1 | A * a; /* a has an unpredictable value */
2 |al[0] = ...; /* who knows where it accesses */

e forgetting to return a value may not be catched

1 | char * £() { } /* forget to return a value */

2 | int main() {

3 char * a = £(); /* allowed. it looks benign but a still gets an
unpredictable value */

4 alo]l = ...;

51}
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*Understanding The Relationshp between Types
and Safety

Misconceptions:
@ ban pointer < non-pointer assignments and we are done?

@ get rid of pointers altogether?
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typedef struct {

long x;

} A

typedef struct {
char * p;

} B;

int main() {
A aa =410, ... };

A x a = &aa;

/* Bx <- Ax x/

B *xb=a;

char * p = b->p;

pl0]l = 20; /* 10&EMIIstore */

aa:

10
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typedef struct {

long x;

} A

typedef struct {
char * p;

} B;

int main() {
A aa =410, ... };

A x a = &aa;

/* Bx <- Ax x/

B *xb=a;

char * p = b->p;

pl0]l = 20; /* 10&EMIIstore */

A*a:

aa:

10
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typedef struct {

long x;

} A

typedef struct {
char * p;

} B;

int main() {
Aaa=9{10, ... };

A x a = &aa;

/* Bx <- Ax x/

B *xb=a;

char * p = b->p;

pl0]l = 20; /* 10&EMIIstore */

A*a:

aa:

B * b:

10
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typedef struct {

long x;

} A

typedef struct {
char * p;

} B;

int main() {
A aa =410, ... };

A x a = &aa;

/* Bx <- Ax x/

B *xb=a;

char * p = b->p;

pl0]l = 20; /* 10&EMIIstore */

A*a:

B * b: a

char * p: IO

aa:

10
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*Misconception: ban pointer <— non-pointer
assignments and we are done

typedef struct {

long x;

} A;

typedef struct {
char * p;

} B;

int main() {
A aa={10, ... };

A x a = &aa;

/* Bk <—- Ax x/

B *x b= a;

char * p = b->p;

pl0] = 20; /* you store into address
10 */

aa:

10

20/ 54



*Misconception: ban pointer <— non-pointer

assignments and we are done

typedef struct {

long x;

} A;

typedef struct {
char * p;

} B;

int main() {
A aa =910, ... };

A x a = &aa;

/* Bk <—- Ax x/

B *x b= a;

char * p = b->p;

pl0] = 20; /* you store into address
10 */

A*a:

aa:

10
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*Misconception: ban pointer <— non-pointer
assignments and we are done

typedef struct {
long x;

} A

typedef struct {

char * p;

}Bs

int main() {
A aa={10, ...

A x a = &aa;

/* Bk <—- Ax x/
B *x b= a;

char * p = b->p;

pl0] = 20; /* you store into address

10 */

};

A*a: a

aa:

B * b: a

10
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*Misconception: ban pointer <— non-pointer
assignments and we are done

typedef struct {
long x;

} A

typedef struct {

char * p;

}Bs

int main() {
A aa={10, ...

A x a = &aa;

/* Bk <—- Ax x/
B *x b= a;

char * p = b->p;

pl0] = 20; /* you store into address

10 */

};

A*a:

B * b: a

char * p: [N

aa:

10

20/ 54



ZDBIDRTED

o TANDRAVE ~ BADKRA VL] 2FFEITTE, HiE
A VABNZIERA V& (10) WRAIND Z LI585

o = RADZIMODMDNRAZITZITIT, (BT TIEHRND) %<
DG, XOVK->TERT RVAR2T 7R AT 7075 A
NS

o IE: SedHld, { 10, ...} ZEZXBZIIT, EIIITET Y
T ALS2 70T AIC (B3

o Segmentation Fault TIX§ £\ (MDD T — X 2 IET ) 5
ERINX)

21 /54



*What This Example Tells You

e allowing “pointer to A < pointer to B” indirectly leads to
“pointer < int”

e = once allow assignments between different pointer types,
you allow programs to access invalid addresses

e Remark: just change { 10, ...} part in the example and it
can access any address

e you will get Segmentation Fault or worse (corrupt your data)
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*Misconception: Get Rid of Pointers!

@ Sure, if you remove pointers from C, none of the above errors
will ever happen
e But it’s neither a practical language nor like any other
“pointer-free” languages
e Following data cannot be realized without internally using
pointers (whether the language calls it “pointers” or not),
» strings, arrays, objects, etc.
» virtually all languages have them
» it doesn’t matter whether the language has explicit “pointer”

types
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o fit%] (ali] DL D IZEBMTRNVGRFETT 7t AAHE)
o HFHEEAR T — & (Java)

a.x = b.x = 0;

Foo ¢ = (random() ? a : b);
c.x =1;
System.out.println(a.x);

E G S

o FIRINZRT — & iid& (Java; Node DHID Node I&R-1 > X7 L
TIXHEE)

1 | class Node {
2 Node left;
3 Node right;
4|3}

FEZEMITIE, C UMM DS < DEFETIE, [TRTHRL V&)
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*Data types that require pointers

e arrays (allows data to be accessed through non-constant
index, as in a[i], which requires address arithmetic)

e mutable data (Java)

a.x = b.x = 0;

Foo ¢ = (random() 7 a : b);
c.x = 1;
System.out.println(a.x);

AN W W~

e recursive data types (Java; “Node insdide Node” is difficult
to implement without making them pointers)

class Node {
Node left;
Node right;
};

RNV CIY

In other languages, “everything is a pointer”
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[RA Y &BL] PR TR

Java D4

1 | class A { long x; };

2 | class B { String s; };

3 |Bb=mnew A(); /* B <- A %/
4 | b.s[0];

o B bIZIE, RA VEABREEINTND
o 3TTHODRA (RAZEDMTONRA) ZFHEIE, C LFABKD
a4 %
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*Unsafety arises without “pointers”

Example in a (hypothetical) Java-like language:

class A { long x; };
class B { String s; };

B b =mnew A(D; /* B <- A, which Java does not allow */
b.s[0];

B]W W~

e variable b holds a pointer

e if you allow the assignment at line 3, it is as unsafe as C
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So how you make languages safe?

e what are “safe languages” anyway?

e it would be ideal but too ambitious to have a language that
does not allow any programs with security holes
e we must be satisfied with a more modest definition of
“safety” (memory safety)
» =~ never exhibits a “strange” (=~ undefined) behavior

* ex: data will never be “corrupted”; data will be modified
only through “valid” pointers to it

* in C: it is possible that a[i] = x can currupt another,
totally independent varible, y

» & you never access “invalid/strange locations”

o we always use “safety” in this modest sense
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*Requirements for Safe Languages

Ensure the validity of “pointer derefernces”
@ ensure arrays are not accessed with invalid indexes (indexes
that are out of bounds)

e type safety (e.g., ensure the program does not confuse data
types; it never access data of type X as a different type Y)

» Dynamic (runtime) type checks
» Static (pre-execution or compile-time) type checks
@ automatic memory management

» ensure the program does not access the region that are
already released (reused for other purposes, to be precise) =
do not wrongly reuse the region that will be used in future

The rest of the slides will focus on the “type safety”
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Different Approaches to Detecting Type Errors

Compile-Time Checks Runtime Chcecks Instances
Unsafe done albeit with loopholes | never done C, C++, Fortran, ...
Dynamically | never done done Python, Ruby,
typed (1) JavaScript, ...
Statically (mostly) complete (mostly) unnecessary | Java, Eiffel,
typed (1) ML, OCaml, ...

e T many interpreting or scripting languages fall in this
category

e 77 statically typed languages vary in the level of type safety
guarantees they provide; some guarantee safety without any
runtime checks; others guarantee safety with the help of
runtime checks; others simply fail to provide type safety
(despite static type checks)

35/54



Contents

@Q ZeREiELTDOHEFH DT T —F / Safe Languages and
Possible Approaches

o FYEIMA / Runtime Type Checks

36 /54



B (A7) R
o fEMAIEIH L THIKD BB [HIFTT —) 2EIT.

#il (Python):

>>> def £():
s = 20000
return s[0]
>>> f()
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
File "<stdin>", line 3, in f
TypeError: ’int’ object has no attribute ’__getitem__’
>>> def g(O):
s = llabc"
return s.x
>>> g()
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
File "<stdin>", line 3, in g
AttributeError: ’str’ object has no attribute ’x’

o f, g [EH| HEIFTI —TIFARNI LIZHER (EfFLT

FAIHTLTT—ITRD)

37 /54



Dynamic (Runtime) Type Checks

e Raise a (meaningful) error at runtime, upon an unsafe
operation. Ex (Python):

1| >>> def £():
2 s = 20000
3 return s[0]
4| >>> £
5 | Traceback (most recent call last):
6 File "<stdin>", line 1, in <module>
7 File "<stdin>", line 3, in f
8 | TypeError: ’int’ object has no attribute ’__getitem__’
9 | >>> def g():
10 s = "abc"
11 return s.x
12 | >>> g0
18 | Traceback (most recent call last):
14 File "<stdin>", line 1, in <module>
15 File "<stdin>", line 3, in g
16 | AttributeError: ’str’ object has no attribute ’x’
e note that the “definition” of £, g succees without errors (an

error occurs only when you execute them)
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How to implement Dynamic (Runtime) Type
Checks

a “common data format” with which the system can judge the
validity of operations at runtime

e operations: field access (.x), index access ([1]), arithmetics
(addition etc.)

to this end, we need to

e distinguish “an immediate value (a value reresented in a
single machine word (an integer etc.)” from “a boxed value
(a represented as pointer to values put in memory)”

e know the type of any boxed value (arrays, records, strings,
etc.) from its representation at runtime
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A Common Data Representation

e immdiate value (the lowest 2 bits # 00)

» integers

» other common values (empty strings, empty lists, etc.)
e boxed values (the lowest 2 bits = 00)

FBHD011000 (=24) RAVHD011000 (=24Fih)
. B& box{&
¥# 01100007 [00011000
BN DENME D=
ZE) Z K, etc.

BRT—Y
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Dynamic (Runtime) Checks: Pros and Cons

@ detect errors only at runtime = it certainly makes diagnosis
easier than unsafe languages, but does little to prevent errors
from happening in the first place

e makes efficient implementation difficult. in particular,

» floating point arithmetic: double-precision numbers (double;
64 bit) would require at least 65 bits — not amenable to
immediate values — memory allocation + access for each
operation

» field access of a record: cannot be implemented as a memory
access with a constant offset. instead requires dynamically
searching a record for the field

e simplifies implementation (especially of interpreters)
e never prohibit programs that in fact do not cause type errors
(— is easy to understand)
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*Static Type Checks

@ Detect type error prior to execution

o Idea: if you pass the pre-execution check, the program
“never” encounters a type error at runtime

» C does not have this property; nor Java. only a handful of
languages has this property

» some languages (Eiffel) were designed to achieve this goal
but later turned out not to satisfy it

» it is difficult? doesn’t it amount to forbidding assignments
between different types?
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int index(int * a, int n, int x) {
for (i = 0; i < n; i++) {
if (a[i] == x) return ij;
}
return n;

}

LD W@ v =

» 2O I— RiX, a DEZIZETZEE, ==TlXR6Nn5 2
1 FITHBRIZEEDST, int DAMIZHEHTEI R A5,
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*Forbit All Assignments between Different Types
and Aren’t We Done?

o Yes, if “safety” is the only concern (ex: Pascal)

e Issue: it hampers program reusability and generality

» a definition (of functions or data structure) can never be

R G @ W~

v

reused for other data types even if it generically works for
them

/* find x from array a */
int index(int * a, int n, int x) {
for (i = 0; i < n; i++) {
if (a[i] == x) return i;
}
return n;

}

this code would “generically” work on any array a, as long as
its elements can be compared with ==. yet this can be
applied only to array of int.
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1 | typedef struct { /* AIZRMF| (~STL vector) */
2 element * a;

8 int n;

4 int sz;

5 | } var_array;

o NHMZTILIY X A
v BT, PEER, 577N TY XA, ete.

1 (void sort(element * a, int n);

» AEYaY—, ATVEH
YOLEY, 17077 AOXHE EO L DOEHPAN, TR
FEBOR % RH 5 % (ZHHME; polymorphism RV €L T 4 X
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*Cases in which simple types are too inconvenient

e generic data structures (containers)

» array, list, queue, stack, graph, etc.

1 | typedef struct { /* variable array (~STL vector) */
2 element * a;

3 int n;

4 int sz;

5 | } var_array;

@ generic algorithms

» sort, search, graph algorithms, etc.

1 [void sort(element * a, int n);

» memory copy and memory management

Any of them requires polymorphism, a property that a variable or
an expression in the program can have multiple types at runtime
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LM T 5T Ta—F

o VIRV Y IIKIRA VAR (void¥) + F¥ A B
» C
> ZRTIHEN
» BIZEAD S SEEAMRIEHMI 2R TS5
e /NI A KV W IEHH (parametric polymorphism)
» BBULEEETIIEAR (— 5L <IX OCaml DOFHE T)
» Z2DOA TV Y MEMISETERA
o M EIZHH (subtype polymorphism, subtyping)
» ATYV 2 MEMEEETIZEAR (= F£L <Id Pyhon HE#£I2)
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*Approaches toward Poloymorphism

e Generic pointers (void*) + cast
» C
» not safe
» can keep the language simple
@ parametric polymorphism
» spread in functional programming languages (— OCaml
exercise)
» nowadays common in object oriented languages too

@ subtype polymorphism, subtyping
» foundation of object oriented languages (— details after
Python exercise)
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